
 
 

 
 
 

Birmingham City University International College 
CPR M2: Data Protection 
 
Purpose  
This data protection policy ensures the Company:  

a. Complies with the EU General Data Protection Regulation (GDPR) and follows good practice  
b. Protects the data privacy and protection rights of staff, students, business partners and all 
other stakeholders  
c. Is open about how it processes individuals’ data  
d. Protects itself from the risks of a data breach  
e. Facilitates the rights of individuals under the GDPR  
f. Ensures ongoing adherence and improvements to data privacy and protection practices  
  

  
1. Data protection principles  
The Company is committed to processing data in accordance with its responsibilities under the 
GDPR.   
Article 5 of the GDPR requires that personal data shall be:  

a. processed lawfully, fairly and in a transparent manner in relation to individuals;  
b. collected for specified, explicit and legitimate purposes and not further processed in a 
manner that is incompatible with those purposes; further processing for archiving purposes in 
the public interest, scientific or historical research purposes or statistical purposes shall not be 
considered to be incompatible with the initial purposes;  
c. adequate, relevant and limited to what is necessary in relation to the purposes for which 
they are processed;  
d. accurate and, where necessary, kept up to date; every reasonable step must be taken to 
ensure that personal data that are inaccurate, having regard to the purposes for which they are 
processed, are erased or rectified without delay;  
e. kept in a form which permits identification of data subjects for no longer than is necessary 
for the purposes for which the personal data are processed; personal data may be stored for 
longer periods insofar as the personal data will be processed solely for archiving purposes in the 
public interest, scientific or historical research purposes or statistical purposes subject to 
implementation of the appropriate technical and organisational measures required by the GDPR 
in order to safeguard the rights and freedoms of individuals; and  
f. processed in a manner that ensures appropriate security of the personal data, including 
protection against unauthorised or unlawful processing and against accidental loss, destruction 
or damage, using appropriate technical or organisational measures.”  

2. General provisions  
a. This policy applies to all personal data processed by the Company under the GDPR.   
b. Reporting into the Navitas Leadership Team, the Europe Data Protection Officer shall take 
responsibility for the Company’s ongoing compliance with this policy.   
c. The Company shall register with the Information Commissioner’s Office as an organisation 
that processes personal data.   

3. Data transparency and openness  
a. At the point of their personal data collection all individuals shall be guided to the 
Company’s privacy notice for a simple, clear explanation of how their data will be processed, 
with whom it may be shared and how they can make further queries in regard of that data  

 

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679
https://navitas.sharepoint.com/sites/intranet/resource/PoliciesAndProcedures/Navitas%20Limited%20Privacy%20Notice.docx?d=w1d752124823c4ac3b962a59c2353328f


 
 

 
 
 

b. Individuals have the right to access their personal data and any such requests made to the 
Company shall be dealt with in a timely manner.  The Company shall maintain procedures to 
allow the same.  
c. To ensure its processing of data is lawful, fair and transparent, the Company shall maintain 
an appropriate set of policies, procedures, data protection handbooks and training materials.  
d. These shall be reviewed at least annually.   

4. Lawful purposes  
a. All data processed by the Company must be done on one of the following lawful bases: 
consent, contract, legal obligation, vital interests, public task or legitimate interests   
b. The Company shall record the appropriate lawful basis in the Lawful Basis for Processing 
Personal Data document.  
c. Where consent is relied upon as a lawful basis for processing data, evidence of opt-
in  consent shall be maintained  
d. Where Legitimate Interest is relied upon then the rationale shall be documented within 
the Lawful Bases for Processing Personal Data document.  
e. Where communications are sent to individuals based on their consent, the option for the 
individual to revoke their consent should be clearly available and systems should be in place to 
ensure such revocation is reflected accurately in the Company’s systems.    

5. Data minimisation  
a. The Company shall ensure that personal data are adequate, relevant and limited to what is 
necessary in relation to the purposes for which they are processed.   
b. Article 9 data shall only be collected with permission of the DPO or the Data Protection 
Managers.  Article 9 data consists of personal data revealing racial or ethnic origin, political 
opinions, religious or philosophical beliefs, or trade union membership, and the processing of 
genetic data, biometric data for the purpose of uniquely identifying a natural person, data 
concerning health or data concerning a natural person’s sex life or sexual orientation  

6. Data Accuracy  
a. The Company shall take reasonable steps to ensure personal data is accurate.   
b. Where necessary for the lawful basis on which data is processed, steps shall be put in place 
to ensure that personal data is kept up to date.   

7. Storage Limitation  
a. The Company shall maintain a Record Management, Retention and Disposal policy to guide 
staff on how to handle records and documents and to understand record retention and 
disposal requirements  
b. To ensure that personal data is kept for no longer than necessary, 
the Company shall establish and maintain a Data Retention Schedule for each category of data 
processed.   
c. The Data Retention Schedule shall consider what data should/must be retained, for how 
long, and also take into account national law requirements outside of the GDPR  

8. Data Confidentiality  
a. The Company shall maintain an Information Security policy that outlines how the Company 
provides Information Security and to reassure all parties involved with the Company that their 
information is protected and secured. In particular it shall address the following;  
b. The Company shall ensure that personal data is stored securely using modern software that is 
kept-up-to-date.    
c. Access to personal data shall be limited to people who need access and appropriate security 
shall be in place to avoid unauthorised sharing of information. This is referred to as role-based 
access.  

https://navitas.sharepoint.com/:w:/s/GDPR-DPMandDPOonly/EXelgmdjoM1LhxHu1MPbJIkB2k7dD4u1j2Y6a82zbUKX6w?e=wzpeHb
https://navitas.sharepoint.com/:w:/s/GDPR-DPMandDPOonly/EXelgmdjoM1LhxHu1MPbJIkB2k7dD4u1j2Y6a82zbUKX6w?e=wzpeHb
https://navitas.sharepoint.com/:w:/s/GDPR-DPMandDPOonly/Efcl84vHNz5Mrbl1lOQu0AMB1CHQIEc-gQDINbA635PDMg?e=g2g184
https://navitas.sharepoint.com/sites/intranet/resource/PoliciesAndProcedures/Records%20Management%2C%20Retention%20and%20Disposal%20Policy.docx?d=wd81cc716f71a46cd9b73806ce226107e
https://navitas.sharepoint.com/sites/intranet/resource/PoliciesAndProcedures/Information%20Security%20Policy.docx?d=w41bc232864ec4b5ab9cb77d495dfab31


 
 

 
 
 

d. When personal data is deleted this should be done securely such that the data is 
irrecoverable.   
e. Appropriate back-up and disaster recovery solutions shall be in place, tested and a record of 
such maintained.  
f. Where personal data is shared within the business or with external organisations then its 
privacy and protection shall be governed by appropriate documentation and safeguards.  

9. Data Breach  
a. In the event of a breach of security leading to the accidental or unlawful destruction, loss, 
alteration, unauthorised disclosure of, or access to, personal data, the Company shall promptly 
assess the risk to people’s rights and freedoms and if appropriate report this breach to the ICO.  
b. The Company shall maintain a Data Breach procedure that ensures notification can be made 
to the ICO within the required 72 hours  
c. The Company shall also maintain a simple Data Breach guide for rapid reference  

  
10.  Individual Rights  

a. The Company shall main suitable DSAR procedures to facilitate the individual’s data privacy 
and protection rights as defined in Articles 15-21 namely;  
  
• Right of Access by the data subject  • Right to restriction of processing  

• Right to rectification  • Right to data portability  
• Right to erasure  • Right to object  

  
b. The Company shall also maintain a simple DSAR guide for rapid reference  

  
11.  Compliance  

a. The Company shall maintain a Data Protection organisational structure that allows the 
effective discharge of its data privacy and protection obligations  
b. The Company shall maintain a Privacy by Design policy and ensure its implementation 
into all business and project activities that involve the processing of personal data  
c. The Company shall ensure that all staff have access to simple, clear guidance in the form of 
a Data Protection Handbook to allow them to deliver their duties in a GDPR compliant manner  
d. All staff shall undergo GDPR Training to awareness level at least and such records 
maintained.  
e. The Company shall maintain an Audit schedule such that all sites and shared services 
functions are audited at least annually using an appropriate site audit checklist  
f. An annual organisational GDPR audit shall also be performed for which an Internal Audit 
checklist shall be maintained   
g. The Company shall conduct appropriate and regular Information Security testing and 
remediate accordingly  
h. All staff shall undergo refresher training on data privacy and protection every two years at 
least.  

  
12.  Continuous improvement  

a. The Company shall seek feedback from individuals on a continuous basis as to how current 
practice could be improved  
b. Audits shall be conducted to be educational and supportive and allow the sharing of best 
practice across the organisation  

 

https://navitas.sharepoint.com/sites/intranet/resource/PoliciesAndProcedures/Data%20Breach%20Reporting%20Procedure.docx?d=we1af5c8d08bd4a8cbd3d1087c3be8dc6
https://navitas.sharepoint.com/sites/GDPR-DPMandDPOonly/SitePages/DPx%20-%20Data%20Breach.aspx
https://navitas.sharepoint.com/sites/GDPR-DPMandDPOonly/Shared%20Documents/Forms/AllItems.aspx?id=%2Fsites%2FGDPR%2DDPMandDPOonly%2FShared%20Documents%2FDPO%2FDSAR%2FProcess
https://navitas.sharepoint.com/sites/GDPR-DPMandDPOonly/Shared%20Documents/Forms/AllItems.aspx?id=%2Fsites%2FGDPR%2DDPMandDPOonly%2FShared%20Documents%2FDPO%2FDSAR%2FTraining
https://navitas.sharepoint.com/:p:/r/sites/GDPR-DPMandDPOonly/_layouts/15/Doc.aspx?sourcedoc=%7B43613AC8-3D73-4BD5-A2E7-032F9C372D30%7D&file=May-Sep%202018%20DP%20structure%20v1.0.pptx&action=edit&mobileredirect=true
https://navitas.sharepoint.com/sites/intranet/resource/PoliciesAndProcedures/Privacy%20by%20Design%20Policy.docx?d=w1dac28ab1fbf4c66b42b008e24d46e40
https://navitas.sharepoint.com/sites/GDPR-DPMandDPOonly/SitePages/Data-Protection-Handbook.aspx
https://navitas.sharepoint.com/sites/GDPR-DPMandDPOonly/Shared%20Documents/Forms/AllItems.aspx?id=%2Fsites%2FGDPR%2DDPMandDPOonly%2FShared%20Documents%2FDPO%2FAudits%2Fsite%20%26%20function%20audits
https://navitas.sharepoint.com/sites/GDPR-DPMandDPOonly/Shared%20Documents/Forms/AllItems.aspx?id=%2Fsites%2FGDPR%2DDPMandDPOonly%2FShared%20Documents%2FDPO%2FAudits%2Forganisational%20audits
https://navitas.sharepoint.com/sites/GDPR-DPMandDPOonly/Shared%20Documents/Forms/AllItems.aspx?id=%2Fsites%2FGDPR%2DDPMandDPOonly%2FShared%20Documents%2FDPO%2FAudits%2Forganisational%20audits


 
 

 
 
 

c. The Company shall subscribe and participate in appropriate organisations, forums, news 
sources etc to allow global development and best practices to be monitored and effectively 
disseminated within the business  

 


